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Executive Summary

The United States Secret Service (USSS) is tasked with a zero-failure mission: to protect
the President and other protectees at all costs. For most of its existence, USSS has strived to
complete that mission while simultaneously garnering the respect and admiration of the
American people. Secret Service agents and officers earned a reputation as stoic and impervious
guardians of our government’s most important leaders. The American public’s respect for the
agency diminished following the April 2012 prostitution scandal in Cartagena, Colombia, which
attracted significant media attention and exposed systemic problems within the agency.

Since then, several incidents have made it abundantly clear that USSS is in crisis. The
agency’s weaknesses have been exposed by a series of security failures at the White House,
during presidential visits, and at the residences of other officials, including Vice President Biden
and former presidents of the United States. The Committee’s investigation found that problems
that undermine USSS’s protective mission predate and postdate the misconduct in Cartagena.
The Committee also found that at times agency leaders have provided incomplete and inaccurate
information to Congress.

This report examines four incidents in detail: a November 11, 2011, incident where an
individual fired several shots at the White House from a semiautomatic rifle; the April 2012
misconduct in Cartagena, Colombia; a September 16, 2014, incident at the Centers for Disease
Control and Prevention in Atlanta, Georgia, where an armed contract security guard with a
violent arrest history rode in an elevator with President Obama and later breached the President’s
security formation; and a March 4, 2015, incident where two intoxicated senior USSS officials—
including a top official on the President’s protective detail—interfered with a crime scene
involving a bomb threat just outside the White House grounds.

The Committee also found that one year after the blue-ribbon Protective Mission Panel
issued its assessment and recommendations for the security of the White House compound,
several serious deficiencies remain. As USSS’s mission has grown, its workforce has had to do
more with less. USSS is experiencing a staffing crisis that poses perhaps the greatest threat to
the agency. The crisis began after 2011 when the number of employees began to decline sharply,
and the decline continued across all categories of employment. Three main causes are
significant cuts imposed by the Budget Control Act of 2011, systemic mismanagement at USSS
that has been unable to correct these shortfalls, and declining employee morale leading to
attrition.

From budget-related hiring freezes to increasing attrition over the past five years, the
personnel shortage is so high that—notwithstanding the blue-ribbon Protective Mission Panel’s
recommendations that USSS increase hiring significantly—there has been a net decline in
operational personnel, including the Uniformed Division that guards the White House. The high
attrition rate means that the personnel who remain are significantly overworked, and morale is at
an all-time low. Rather than swiftly bringing on new employees, USSS has an extraordinarily
inefficient hiring process which overburdens USSS with low-quality applicants. Further, recent
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changes to the process have allegedly fostered risks in connection with the approval of security
clearances.

Internal USSS data shows that morale is further harmed because many employees do not
have confidence in agency leadership. Some whistleblowers told the Committee they believed
this was due to a culture where leaders are not held accountable.

Many agency personnel who spoke to the Committee are desperate for new outside
leadership willing to undertake dramatic reforms at the agency. The Committee found that
reforms should include a reconsideration of USSS’s responsibilities, which have dramatically
expanded in recent decades. No peripheral investigative duties should be allowed to detract from
the core aspect of USSS’s mission: protection.
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I. Introduction

The United States Secret Service (USSS) is tasked with a zero-failure mission: to protect
the President at all costs. This imperative has long attracted idealistic individuals to USSS in
service to their country. Because this function is so critical, Congress has a special responsibility
to provide the serious dedication, support, and oversight that USSS deserves and requires.

Problematically, security failures and staffing shortfalls that have been repeatedly
identified continue to emerge in recent incidents. For example, a September 1994 plane crash on
the South Lawn spurred a comprehensive White House Security review raising key concerns and
recommendations that are still applicable today.' Severe budget cuts beginning in 2011
exacerbated the agency’s difficulties and have led to the lowest staffing levels at USSS in ten
years.” Prior to April 2012, USSS received little meaningful oversight from Congress other than
annual appropriations and hearings where USSS updated Congress on crime trends.” That
changed abruptly in April 2012 after the agency’s prostitution scandal in Cartagena, Colombia,
which drew public attention and exposed potential systemic problems within the agency.

Since that time, several incidents have made it clear that USSS is in crisis. These
“horrific events,” as referred to by former Director Ralph Basham, have exposed several
problems with USSS.* On December 10, 2013, a fake sign language interpreter with a violent
past® and criminal history® stood within feet of President Obama at the memorial service for
Nelson Mandela in South Africa.” Shortly thereafter, that fake interpreter was admitted to a
psychiatric hospital.* On May 6, 2014, an unauthorized vehicle entered the secure perimeter of
the White House by following Malia Obama’s motorcade through lowered bollards.” On
September 16, 2014, an armed contract security guard with an arrest for reckless conduct with a
gun rode in an elevator with President Obama at a visit to the Centers for Disease Control and

' U.S. Dep’t of Treasury, Public Report of the White House Security Review (May 1995).

? Memorandum from Cong. Research Service to Minority Staff of H. Comm. on Oversight & Gov’t Reform, The
Secret Service Salaries and Expenses Appropriation for FY1999-FY2015 (Oct. 23, 2015) [hereinafter Secret Service
Salaries and Expenses FY1999-2015] [App. at 1-12].

> Memorandum from Cong. Research Service to Majority Staff of H. Comm. on Oversight & Gov’t Reform, “U.S.
Secret Service Testimony, 1865 —2015” (June 11, 2015) [App. at 14-42].

* Memorandum from Hon. John Roth, Inspector Gen., U.S. Dep’t of Homeland Sec. to Hon. Jeh C. Johnson, Sec’y,
U.S. Dep’t of Homeland Sec., and Hon. Joseph Clancy, Dir., U.S. Secret Service, “Addendum to the September 25,
2015 Memorandum of Investigation into the Improper Access and Distribution of Information Contained Within a
Secret Service Data System” (Oct. 22, 2015), at 5.

> David Smith, Mandela memorial interpreter says he has history of violent behaviour, GUARDIAN (U.K.), Dec. 12,
2013; Adam Withnall, Nelson Mandela sign language interpreter ‘helped burn people to death’, INDEP. (U.K.),
Dec. 17, 2013.

8 CNN Staff, Mandela interpreter has faced criminal charges, news network says, CNN, Dec. 13, 2013.

7 Alexander Smith, Violent sign language interpreter’s access to Obama triggers investigation, NBC NEWS, Dec.
12, 2013.

¥ Alexander Smith, ‘Fake’ interpreter from Mandela event is admitted to psychiatric hospital: report, NBC NEWS,
Dec. 19, 2013.

? Inspection Div., U.S. Secret Service, Mission Assurance Inquiry Case Report Details, Case No. 190-872-14-013
(opened May 13,2014).
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Prevention (CDC). '° The Committee would later learn that this breach was the result of USSS’s
failure to properly take into account documentation from CDC indicating that all contract guards
would be armed, properly conduct a name check on the elevator operator, or prevent the
President from entering an elevator with an individual without credentials. Just three days later,
on September 19, 2014, an armed individual jumped the White House fence, outran USSS
officers, and entered the White House, making it all the way to the East Room."' In both of the
last two cases, USSS initially provided incorrect information to the public.'* On September 27,
2014, a man posing as a Member of Congress at a Congressional Black Caucus awards dinner
where the President was speaking breached a secure area backstage.'> Committee staff learned
that the man even managed to speak with the President backstage, a detail previously unknown
to the public.'"* Committee staff also learned that just six days later, on October 3, 2014—the
same day that news of the awards dinner breach was made public—a woman gained
unauthorized entrance backstage at the same venue, this time the site of a Congressional
Hispanic Caucus Gala."> Both of these incidents are eerily reminiscent of a November 2009
incident where three individuals were able to crash a White House state dinner, getting past
layers of security without an invitation.'® On October 9, 2014, just six days after the incident at
the Congressional Hispanic Caucus gala, a hotel employee in Los Angeles was not properly
screened through a magnetometer and did not have his bag searched at a time when the President
and Senior Advisor Valerie Jarrett were staying at the hotel. Moreover, one special agent was
observed watching movies on post with a Los Angeles Police Department officer.'” These last
six breaches all took place within a one-month time period.

The security failures over the past few years have not been limited to the White House
and presidential visits. USSS also allowed the security system at one former President’s

19 Carol D. Leonnig, Armed contractor with arrest record was on elevator with Obama in Atlanta, WASH. POST,
Sept. 30, 2014 [hereinafter WASH.POST Sept. 30, 2014 article].

"' U.S. Dep’t of Homeland Sec., Report on the White House Incursion Incident of September 19, 2014 (Nov. 1,
2014).

12 Memorandum from Timothy J. Hollern, Inspector, Inspection Div., U.S. Secret Service to Special Agent in
Charge, Inspection Div., U.S. Secret Service (Oct. 17, 2014) [hereinafter Oct. 17, 2014 CDC Memo] (USSS report
on Centers for Disease Control and Prevention incident) (“All of the USSS advance team personnel interviewed had
a clear understanding that all [contract] security personnel were armed.”); Letter from Hon. Joseph Clancy, Dir.,
U.S. Secret Service to Hon. Darrell Issa, Chairman, H. Comm. on Oversight & Gov’t Reform, Hon. Elijah
Cummings, Ranking Member, H. Comm. on Oversight and Gov’t Reform, Hon. Jason Chaffetz, Chairman,
Subcomm. on Nat’l Sec., and Hon. John Tierney, Ranking Member, Subcomm. on Nat’l Sec. (Nov. 13, 2014)
[hereinafter Nov. 13, 2014 Letter from Clancy] (showing USSS provided contradicting information to Committee on
when agency learned of armed officer and how deep armed individual intruded into White House).

13 Jonathan Allen, Bogus Congressman Said to Get Backstage at Obama Event, BLOOMBERG, Oct. 3, 2015.

' Inspection Div., U.S. Secret Service, Mission Assurance Inquiry Case Report Details, Case No. 190-872-14-023
(opened Oct. 8, 2014), at 2.

'3 Inspection Div., U.S. Secret Service, Mission Assurance Inquiry Case Report Details, Case No. 190-872-14-024
(opened Oct. 8, 2014), at 1.

' Amy Argetsinger and Roxanne Roberts, Secret Service confirms third crasher at White House state dinner,
WASH. POST, Jan. 1, 2009.

' Inspection Div., U.S. Secret Service, Mission Assurance Inquiry Case Report Details, Case No. 190-872-14-026
(opened Oct. 10, 2014).
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residence to remain inoperable from September 2013 until the end of 2014."® As a result, in the
spring of 2014 a Czech citizen with an expired visa entered the property and remained
undetected for nearly an hour." In November 2014, security equipment at a different residence
showed signs of impending failure.”’ USSS officials further acknowledged that other serious
problems exist at the residences of two other protectees.”’ On January 17, 2015, multiple
gunshots were fired outside of Vice President Joseph Biden’s Delaware residence, yet USSS had
no surveillance cameras facing the main road in front of the home.”* Although USSS informed
the Committee that no prior security incidents had occurred at the Biden residence,” in fact,
security systems had been breached as early as April 2013 when four young adults went fishing
in the Bidens’ backyard—an undetected intrusion only brought to the attention of USSS after a
neighbor saw the young adults and called to inform the agency.**

Additional failures have plagued the agency in 2015. On January 26, 2015, a drone
crashed onto the White House lawn, prompting news reports that the White House radar system
failed to pick up the object.”> On February 14, 2015, two individuals gained unauthorized entry
to the outer security perimeter of the White House complex simply by walking in unnoticed.”®
On March 4, 2015, the senior-most USSS official responsible for day-to-day protective
operations at the White House was in a vehicle that moved a protective barrier and came within
inches of a possible bomb outside of a White House guard booth. The Department of Homeland
Security (DHS) Office of Inspector General (OIG) concluded the official’s judgment was likely
impaired by alcohol.”’

Through this Committee’s work, it has become clear that problems threatening USSS’s
protective mission long predate the misconduct in Cartagena. For example, in the summer of
2011 agents from a Prowler team protective unit, which usually patrols the area near the White

'8 Office of Inspector Gen., U.S. Dep’t of Homeland Sec., Management Advisory — Alarm System Maintenance at
Residences Protected by the U.S. Secret Service, OIG-15-61 (Apr. 20, 2015), at 2-3 [hereinafter OIG Management
Advisory].
"% Inspection Div., U.S. Secret Service, Mission Assurance Inquiry Case Report Details, Case No. 190-872-14-012
(opened JiJ2014) (noting unapproved change to security procedures and limited supervisory oversight may have
contributed to breach).
2? OIG Management Advisory, supra note 18, at 3.

Id.
2 Carol D. Leonnig, Surveillance cameras at Biden house provide no clues about gunman, WASH. POST, Jan. 20,
2015.
> Briefing from Hon. Joseph Clancy, Dir., U.S. Secret Service to H. Comm. on Oversight & Gov’t Reform (Jan. 22,
2015).
* H. Comm. on Oversight & Gov’t Reform majority staff notes from in camera review of U.S. Secret Service
documents (July 15, 2015).
* Michael S. Schmidt and Michael D. Shear, Threat Too Small for Radar Rattles White House, N.Y . TIMES, Jan. 26,
2015.
%8 Inspection Div., U.S. Secret Service, Mission Assurance Inquiry Case Report Details, Case No. 190-872-15-004
(opened Feb. 17, 2015) (concluding officer on duty’s “lack of experience at the White House complex is a likely
contributing factor in this incident.”) Id. at 2.
*7 Memorandum from Hon. John Roth, Inspector Gen., U.S. Dep’t of Homeland Sec. to Hon. Jeh C. Johnson, Sec’y,
U.S. Dep’t of Homeland Sec., and Hon. Joseph Clancy, Dir., U.S. Secret Service, Investigation Into the Incident at
the White House Complex on March 4, 2015 (May 6, 2015), at 17 [hereinafter OIG Mar. 4 Report].
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House, were diverted for a considerable period of time for personal welfare checks on an
assistant to the Director of the agency, unrelated to the assistant’s official duties.”® On several of
those days the President was in residence at the White House.”’ DHS OIG found that the
protective unit would not have been able to respond to emergencies at the White House while the
Prowler unit was at least 50 minutes away in rural Maryland.*® In November 2011, gunshots
were fired at the White House while Sasha Obama was in the residence and Malia Obama was
expected to return at any moment. USSS did not discover that the shots hit the White House
residence until four days later, when a housekeeper noticed broken glass and chunks of cement
on the floor.”' USSS did not confirm either of these incidents until late 2014, shortly after they
were brought to public attention by press reports.*

USSS must keep constant vigilance over secured facilities and protectees. USSS
provided the Committee with data regarding attempted or actual security breaches involving
protectees and secured facilities over the past ten yeeurs.3 3 While this data only captured known
incidents that resulted in arrests, it is apparent that security incidents occur frequently enough
that the agency must be prepared to deter and respond to breaches at all times.

Inextricably related to these events are USSS employees’ views of their agency’s ability
to complete its mission. According to a recent federal government survey, only 63.2 percent of
USSS respondents in 2015 believe that the agency is “successful at accomplishing its mission,”
down 15.4 percent from 2014 and 20.2 percent from 2013.*

USSS must also ensure that there is accountability for security breaches as well as
incidents of misconduct. As discussed in the following case studies, these post-incident
investigations sometimes failed to quickly ascertain the full extent of the underlying problems. It
may be necessary for USSS to address processes and procedures for investigating incidents.

The blue-ribbon Protective Mission Panel (Panel), convened by DHS Secretary Jeh
Johnson, issued a report in December 2014 which made the point that accountability and
performance are linked:

% Memorandum from Hon. John Roth, Inspector Gen., U.S. Dep’t of Homeland Sec. to Hon. Jeh C. Johnson, Sec’y,
U.S. Dep’t of Homeland Sec., Allegations of Misuse of United States Secret Service Resources (Oct. 17,2014), at 5-
6 [hereinafter OIG Operation Moonlight Report].

*1d.

OId.at7.

! Carol D. Leonnig, Secret Service fumbled response after gunman hit White House residence in 2011, WASH.
POsST, Sept. 27, 2014 [hereinafter WASH. POST Sept. 17, 2014 article]

*? Kurtis Lee and Neela Banerjee, White House defends Secret Service after report on 2011 shooting, L.A. TIMES,
Sept. 28, 2014; OIG Operation Moonlight Report, supra note 28.

3 Protective Intelligence & Assessment Div., U.S. Secret Service, Security Incidents from April 1, 2014 to April 21,
2015 (Apr. 23,2015) [App. at 44-46]; Letter from R. Christopher Stanley, Dep. Asst. Dir., Gov’t & Pub. Affairs,
U.S. Secret Service to Hon. Jason Chaffetz, Chairman, H. Comm. on Oversight & Gov’t Reform (Sept. 18, 2015)
[App. at 48-58].

** Office of Personnel Mgmt., 2015 Federal Employee Viewpoint Survey: Department of Homeland Security, U.S.
Secret Service, I'' Level Trend Report (Sept. 29, 2015) at 15 [hereinafter DHS FEV'S USSS Data] [see App. at 60-
95].
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[T]he next director will need to help strengthen a culture of accountability.
... The agency’s zero-failure mission requires that its high standards be
met. In order for the Service’s agents and officers to meet its high
standards, they must see that the organization itself believes in its
standards and enforces them in a consistent, evenhanded manner. In other
words, agency leadership, managers, and front line supervisors must
believe and show that they are accountable for their mission. These are
not just morale issues, or issues of fairness or trust. Accountability creates
the culture of performance that the Secret Service needs to meet its zero-
failure mission.”

Unfortunately, USSS has severely struggled in this area in recent years. When asked about
accountability for misconduct at USSS at a recent hearing, DHS Inspector General John Roth
testified, “[GJiven the nature of what it is that we’ve seen since [2013], I believe that there is a
serious problem within the Secret Service.”*°

USSS made some positive changes in 2015 in response to recommendations from the
Panel and congressional oversight. The Committee found that one year after the Panel released
its report, however, several serious concerns remain. Many USSS employees told Committee
staff that USSS has not implemented a “culture of accountability,” as recommended by the
Panel. Instead, they say USSS leadership refuses to recognize the unpleasant reality that the
agency must undergo a dramatic reform.

The perception remains among some rank-and-file that agency leadership has protected
as much as possible the “8th floor” (the location of senior management at USSS headquarters) or
the “good old boys network.” Some whistleblowers have said disparate treatment harms morale
and 