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Election Infrastructure Classified Briefing Agenda

Wednesday, December 6, 2023 | 1:00pm — 2:30pm ET

Election stakeholders are invited to a SECRET-level classified briefing with CISA, DHS
Intelligence & Analysis, FBI, and other Intelligence Community partners on the threats Russia
poses to elections. Briefers will explore Russia’s strategic intent and capability and outline
tactics, techniques, and procedures (TTPSs), strategic aims, and goals of Russian activity in this
space. The intent of this briefing is to deepen the understanding of the election community on the
threats posed by Russian threat actors and how those might manifest in election jurisdictions
across the country.

Welcome and Introductions
Briefing from FBI Cyber Division
Briefing from DHS Intelligence & Analysis
Briefing from FBI Foreign Influence Task Force

Questions

Specific topics covered:
e Intent and capabilities of Russian cyber actors and the threat to election infrastructure

o Classified analysis of both recent and historic cyber activity targeting U.S. critical
infrastructure

e Case studies of Russian cyber targeting in Ukraine

e The Russia Playbook for foreign malign influence (FMI)

o The spectrum of influence activity, overview of activity observed during 2022,
and FBI’s perspective on the threat

o How Russia targets the United States

= Key Actors, Vectors, and Objectives
o Current observed activity
o Potential uses of Al
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